ABSTRACT. The victory for the ÔBrexit' vote in the referendum last June has sent shockwaves around Europe. The initial shock has given way for some to the realisation of the legal and constitutional complexity of untangling the UK's relationship with the EU and re-engineering this relationship for a post-Brexit era, an era when the UK will be a third country for the EU. The legal challenges underpinning the reconfiguration of the UK's relationship with the EU are manifold, and, in many areas of EU law, they are interwoven with a series of practical and operational challenges. One of these areas is European criminal law, where post-Brexit complexity is compounded by ongoing constitutional complexity underpinning the UK's participation in the EU acquis while remaining an EU member state. Taking into account these complexities, this article will attempt to assess the future of European criminal law after Brexit. In order to do so, the article will focus on four main questions: what are the current constitutional complexities in the UK's participation in European criminal law (Sections I-III)? What will be the impact of Brexit on domestic criminal law and security in the UK (Section IV)? What are the possible legal avenues for EU-UK post-Brexit co-operation in the field of criminal law (Section V)? And what, if any, will be the impact of Brexit on the shaping and development of European criminal law in the future (Section VI)? By way of conclusion (Section VII), the article will attempt to synthesise the threads and common themes arising from the preceding sections, by emphasising the continuum of legal complexity from pre-to post-Brexit developments and casting light on the paradox of the UK's position after Brexit: if the UK wishes to continue participating in EU criminal law instruments and mechanisms, or to develop equivalent mechanisms of co-operation, the UK will have to comply with more EU instruments as a non-EU country compared to those it is bound by under its current status as an EU member state -ironically, ongoing links with the EU post-Brexit will spell the end of the UK's current Ôpick-and-choose' approach to European integration in criminal matters.
I THE CURRENT CONSTITUTIONAL POSITION: UK -OPT-OUTS' FROM POST-LISBON EU CRIMINAL LAW
The entry into force of the Lisbon Treaty has led to efforts by the UK to extend the pre-Lisbon provisions enabling UK Ôopt-outs' in the field of EU migration law to the field of EU criminal law adopted after the entry into force of the Lisbon Treaty. Protocol 21 1 to the Lisbon Treaty extended the right of the UK not to participate in EU law to the whole of Title V Treaty on the Functioning of the European Union (''TFEU'') on the Area of Freedom, Security and Justice, including criminal law measures. 2 The right not to participate also extends to legislation amending existing measures which are binding upon the UK. The government decides on its participation in postLisbon measures on a case-by-case basis.
3 In addition to these Protocols, the Lisbon Treaty has also introduced the legal possibility for the development of EU criminal justice a`-la-carte, in the Treaty legal basis enabling the establishment of a European Public Prosecutor's Office (''EPPO''). 4 Reflecting Member States' concerns over the impact of such an agency on national sovereignty and legal diversity, Art. 86 TFEU introduces an exception to the ordinary decisionmaking procedure by requiring the establishment of the Office by unanimity in the Council. However, if such unanimity is not forthcoming, the Treaty enables the establishment of enhanced cooperation with the participation of at least nine Member States. 5 The UK has already announced its non-participation in the Regulation establishing the EPPO. 6 The UK has a mixed record regarding par- 4 See also K Ambos and S Bock, ÔBrexit and the European Criminal Justice System -An Introduction', supra in this issue, 4.5.
5 Art. 86(1) TFEU. 6 The European Union Act 2011 imposes a Ôreferendum lock' on the UK's participation on the EPPO-European Union Act 2011, cl 11, s 6 and in particular s 6(5)(c). See J R Spencer, ÔThe UK and EU Criminal Law: Should we be Leading, Following or Abstaining?', in V Mitsilegas, P Alldridge and L Cheliotis (eds), ticipation in post-Lisbon EU criminal law pursuant Protocol 21. 7 In the field of mutual recognition, the UK has participated in the one major judicial cooperation instrument adopted after Lisbon, the Directive on the European Investigation Order (''EIO''). 8 The UK participation in this Directive may be seen to have come against the odds in view of the increasingly Euro-sceptic political climate at Westminster but may be explained by the necessity to ensure that the UK remains in the first category of countries in an increasingly integrated system of judicial cooperation in the field of evidence. 9 Less encouraging are the signs with regard to the UK participation in post-Lisbon EU criminal procedural law measures granting rights to individuals. While the UK has opted into the first measures adopted post-Lisbon on the rights of suspects and defendants in criminal procedure, it has not participated in a key instrument in the field, namely the Directive on the Right of Access to a Lawyer. 10 The UK's non-participation in this measure may come as a surprise given the 9 House of Commons European Scrutiny Committee, The EIO and Parliamentary Scrutiny of Opt-in Decisions, Oral Evidence of Theresa May, HC 1416, Published on 15 September 2011, Q1: Ôwhat we found was that the police were saying to us that they felt the EIO would be of significant benefit to them. Indeed, there was a concern that, if we were not part of the EIO, what we would see was that the requests from the UK would, frankly, go to the bottom of the pile in future, in relation to assistance that they wanted from police forces in other Member States. fact that the Directive introduces minimum standards which would arguably lead to minimum -if any -legislative changes to domestic criminal procedure. 11 However, non-participation may be explained by the Government's reluctance to participate in a constitutionalised post-Lisbon framework where institutions such as the Commission and the Court of Justice (''CJEU'') would have a say in evaluating the domestic implementation and proceeding to the interpretation of the terms of the Directive. 12 Governmental concerns over the impact of participation in post-Lisbon EU criminal law in terms of the impact on domestic law in the light of judicial scrutiny by the CJEU also explains the latest tendency by the UK Government not to opt into the text of the Commission proposals, but rather to try to influenceto the extent possible -negotiations and opt in post-adoption if the adopted measure appears to be acceptable to the UK. This is the strategy that the UK has followed in relation to measures including the Directive on Trafficking in Human Beings 13 to which the UK has opted in post-adoption.
14 This Ôwait and see' strategy is increasingly coupled with a strategy attempting to broaden the field of the measures where the UK Ôopt-out' applies. In the field of international 14 See statement by Damian Green, Hansard, 9 May 2011, col. 977: Ôwe chose not to opt into the directive when it was initially put on the table last summer, because the draft text had to go through an extensive period of negotiation between the European Council and the European Parliament. We wanted to be absolutely sure that the text would not change during those negotiations in a way that would be detrimental to the integrity of the UK's criminal justice system. We wanted to consider a final text that had no risks attached and would not fundamentally change the UK's already strong position in the fight against human trafficking.' agreements, the UK has argued that Art. 1 and 2 of Protocol 21 Ôare not restricted to provisions in agreements concluded under a Title V legal base, but to those adopted or concluded Ôpursuant to ' Title V.' 15 Moreover, the UK has questioned the legal basis of measures adopted outside Title V TFEU but which are deemed to include a criminal law component (such as the recently adopted Fourth AntiMoney Laundering Directive 16 ) and has resisted efforts to reclassify Title V measures as measures which could be adopted under different legal bases under the Treaty. The UK has challenged legal basis choices and has intervened in legal basis litigation before the Court of Justice with limited success.
17 This litigious and Ôwait-and-see' approach raises questions of compliance by the UK Government with the principle of loyal cooperation and prolongs -at times perhaps unnecessarily -the legal and political uncertainty regarding the commitment by the UK towards participating in key elements of the EU criminal justice system, elements which the UK has contributed decisively towards shaping. II UK PARTICIPATION IN THIRD PILLAR LAW: THE  TRANSITIONAL PROVISIONS PROTOCOL UK concerns regarding the impact of the entry into force of the Lisbon Treaty on the transfer of sovereign powers to the EU in the field of criminal justice have resulted in a further political compromise, which addressed measures which had been adopted before the entry into force of the Lisbon Treaty, under the largely intergovernmental third pillar. Protocol No 36 on Transitional Provisions retained the pre-Lisbon limited powers of EU institutions with regard to third pillar law for a period of 5 years after the entry into force of the Lisbon Treaty. 19 At least six months before the end of that period the UK could notify to the Council its non-acceptance of the full powers of the EU institutions in third pillar law. 20 In case of a decision not to accept these powers, third pillar law ceases to apply to the UK, 21 but the latter may notify subsequently its wish to participate in such legislation which has ceased to apply to it.
22
This transitional period came to an end on 1 December 2014, a date that marked a significant step forward towards the constitutionalisation of EU criminal law by granting EU institutions their full powers of scrutiny with regard to third pillar law still in force after Lisbon. In addition to the enhanced powers of the Commission and the Court to monitor the implementation of third pillar law by Member States, a key constitutional change in this context is the normalisation of the Court's jurisdiction to give preliminary rulings. This impact is particularly visible in the case of the UK, which did not grant its judiciary the power to interact with the CJEU under the preliminary ruling procedure under the third pillar. The limits of the involvement of the UK judiciary can be seen in case-law concerning the interpretation of key concepts in the field of judicial cooperation in criminal matters, and in particular mutual recognition, including the concept of Ôjudicial authority'. The Supreme Court of the UK, which has not been granted the right to send preliminary references to Luxembourg by the UK Government under the third pillar arrangements, has had to grapple with the question of the definition of judicial authority for the purposes of the Framework Decision (''FD'') on the European Arrest Warrant (''EAW'') in two recent cases, the case of Assange 23 and the case of Bucnys. 24 In the absence of the cooperative avenue of preliminary references with regard to third pillar law for UK courts, the Supreme Court could not avail of the assistance of the CJEU and thus had to develop an autonomous concept of judicial authority on its own. In Bucnys, the Court did so largely by reference to what it assumed Luxembourg would decide on this matter. Subsequently, the CJEU put forward a definition of the concept of judicial authority for the purposes of the FD on Mutual Recognition of Financial Penalties in the case of Bala´z.
25 The normalisation of the preliminary references jurisdiction of the CJEU after the end of the transitional period will be a considerable improvement in enabling national courts in all Member States, including UK courts, to send questions on the interpretation of third pillar law to Luxembourg and thus contribute decisively to legal certainty and the cooperative evolution of the EU acquis in the field.
It is important to pay attention to the decisions made by the UK Government after the expiry of the five year deadline set out in the Transitional Provisions Protocol. 26 The UK notified the Presidency of the EU that, pursuant to Art. 10(4) of Protocol 36, it did not accept the powers of the EU institutions; accordingly, third pillar law would cease to apply in the UK from 1 December 2014. 27 However, the UK eventually indicated that it would seek to opt back into 35 of third pillar measures including the FD EAW. 28 The five-year tran- sitional period expired at the 31 November 2014 and the continuation of the applicability of these 35 measures to the UK has been confirmed. Third pillar law will continue to apply to the UK vis-a`-vis the vast majority of measures applying the principle of mutual recognition in criminal matters (including the FD EAW) and a number of other key measures including legislation establishing Europol and Eurojust and legislation on joint investigation teams and criminal records. 29 Third pillar law which has ceased to apply to the UK following the expiry of the transitional period includes inter alia a number of measures on substantive criminal law, the FD on prevention and settlement of conflicts of jurisdiction, and the FD on the mutual recognition of probation decisions. 30 As was the case with the UK's decision to participate in the post-Lisbon Directive on the EIO, the Ôopting-back-into' the FD EAW was supported by a number of relevant stakeholders and practitioners in the field of criminal justice. 31 Similarly, views of law enforcement practitioners were taken into account by the UK Government in its subsequent decision for the UK to opt back into a series of measures related to the Pru¨m system of storage and exchange of personal data, including DNA data. 32 In her speech before the House of Commons, the Home Secretary stressed the views of senior law enforcement officers and stated that attempts to exchange data in other ways would require not only an intergovernmental agreements, but the building of separate systems. 33 The UK Government has thus opted back into the The article has thus far outlined a complex legal framework aiming to give the appearance of insulating the UK from any advances in the field of EU criminal law which are deemed unwanted or unnecessary by the UK Government by allowing the UK not to participate in EU criminal justice measures. While this stance may reap short-term political gains, the current position of the UK based on a Ôpick-andchoose' model of differentiated integration in criminal matters becomes increasingly untenable in an interdependent and increasingly integrated Union area of criminal justice after Lisbon. The varied landscape with regard to the participation of the UK in EU criminal law measures post-Lisbon poses significant challenges for legal certainty, coherence and the protection of fundamental rights in Europe's area of criminal justice. These challenges become more complex following the end of the transitional period in Protocol 36 and can be fully appreciated when examining the UK's position with regard to the operation of the key mutual recognition instrument, the FD EAW. As seen above, the UK has chosen to participate fully in the FD EAW, without participating at the same time in a key measure on the rights of suspects and accused persons in criminal proceedings, the Directive on Access to a Lawyer. The selective participation of the UK in this context is problematic not only from the perspective of the protection of fundamental rights, but also from the perspective of the coherence of EU law. 34 The legal basis for the Directive on the Right of Access to a Lawyer (as with the other Directives implementing the Stockholm Roadmap 35 ) is Art. 82(2) TFEU. This provision grants for the first time express competence to the EU to legislate on aspects of criminal procedure (including explicitly the rights of the defence) where necessary to facilitate the operation of the principle of mutual recognition in criminal matters. The legality of post-Lisbon legislation on defence rights, including the Directive 34 Mitsilegas, Carrera and Eisele, ÔThe End of the Transitional Period for Police and Criminal Justice Measures Adopted before the Lisbon Treaty' above n 26. 35 Cf. Ambos and Bock ÔBrexit and the European Criminal Justice System -An Introduction', above n 4 at 3.3.
on the Right of Access to a Lawyer, is thus inextricably linked with the effective operation of mutual recognition in criminal matters, including with regard to the FD EAW. This link is confirmed in the Preamble of the Directive 2013/48/EU on the Right of Access to a Lawyer itself. The non-participation of the UK in measures on procedural rights, including the Directive on the Right of Access to a Lawyer, undermines the effective operation of the FD EAW as far as the UK is concerned.
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There is a direct causal link under EU constitutional law between the adoption of EU defence rights measures under Art. 82(2) TFEU and the effective operation of mutual recognition in criminal matters. The non-participation of the UK in such measures poses fundamental challenges with regard to compliance by the UK with the fundamental rights obligations incumbent upon EU Member States participating in the system of mutual recognition in criminal matters. The UK's nonparticipation also challenges the coherence of EU criminal law in an integrated Area of Freedom, Security and Justice where EU criminal law measures are increasingly interconnected.
It could be argued that from a black letter perspective the current position of the UK is tenable: after all, under the Lisbon Treaty the UK can opt-into (or opt out from) any post-Lisbon legislative proposal in the field of criminal justice on a case-by-case basis (and has decided not to participate in the access to a lawyer Directive). However, this argument runs counter to a teleological approach which respects fully the objectives and the integrated nature of the Area of Freedom, Security and Justice. There are important precedents by the CJEU in that respect in cases involving UK requests to participate in measures related to border controls. A key ruling in this context concerns the UK request to participate in a third pillar Decision (Decision 2008/633) authorising access to the Visa Information System (''VIS'') by law enforcement authorities. 37 The Decision is a third pillar measure (and at the time the Treaties did not include a Protocol extending the UK's opt-out arrangements to the third pillar). In applying for annulment of Decision 2008/633, the UK submitted that that decision does not constitute a development of provisions of the Schengen acquis in which the UK did not take part, but a police cooperation measure, as is also apparent from the Council's choice of legal basis, namely Art. EU. 38 The Court however ruled against UK participation in the Decision. According to the Court, when classifying a measure as falling within an area of the Schengen acquis, and the need -where that acquis evolves -to maintain that coherence, must be taken into account. 39 The Court added that the cooperation established by Decision 2008/633 could not, from both a functional and a practical point of view, exist independently of the VIS which falls, like Decision 2004/512 and the VIS Regulation on which the VIS is based, within the scope of the Schengen acquis concerning the common visa policy. 40 The Court adopted a teleological and contextual approach focusing on the coherence of the Schengen acquis, following largely precedents in earlier rulings excluding the UK participation in the Frontex and biometrics Regulations. 41 The Court's rulings are also applicable with regard to the UK participation in EU criminal law measures. The legality of the adoption of procedural rights measures under Art. 82(2) TFEU is inextricably linked with the effective operation of mutual recognition measures. As the Treaty is currently worded, defence rights measures under Art. 82(2) TFEU cannot exist independently of measures on mutual recognition, including the FD EAW. Participating in the enforcement measures but not in the measures granting rights in order to facilitate judicial cooperation challenges the coherence of Europe's area of criminal justice and is contrary to EU law.
IV THE IMPACT OF BREXIT ON DOMESTIC CRIMINAL JUSTICE AND SECURITY
If the current legal landscape regarding the UK's participation in EU criminal law leaves much to be desired in terms of effectiveness, coherence and legal certainty, the situation will become even more challenging following a Brexit. The aim of this section is to highlight key areas of EU criminal law currently in force from which the UK will be excluded post-Brexit in the fields of judicial co-operation in 38 Ibid at para. 30.
39 Ibid at para. 48. criminal matters, of police co-operation and surveillance, and of the operation of EU criminal justice bodies and agencies. The next section will flesh out potential legal avenues of co-operation between the UK and the EU and its Member States and demonstrate the limits of such avenues to provide a level of co-operation in criminal matters which is equivalent to that of a state enjoying full EU membership.
Judicial Co-operation in Criminal Matters: Mutual Recognition
Judicial co-operation has been the motor of European integration in criminal matters, most notably by the application of the principle of mutual recognition in the field.
42 This sub-section will focus on three key measures in the field of judicial co-operation; the pre-Lisbon FD EAW and the post-Lisbon Directive on the EIO, applying the principle of mutual recognition in the fields of surrender and evidence respectively; and measures establishing EU-wide co-operation in terms of exchange of criminal record information. The tangible benefits of these measures for intra-EU co-operation will be demonstrated, and the improvements in the EU legal framework -in particular regarding the protection of fundamental rights -will be highlighted.
The European Arrest Warrant
The FD EAW 43 is the most emblematic and most widely implemented EU criminal law instrument. It aims to compensate for the freedom of movement enabled by the abolition of internal borders by ensuring that Member States' justice systems can reach extraterritorially in order to bring individuals who have taken advantage of the abolition of borders to flee the jurisdiction to face justice. The FD applies the principle of mutual recognition in the field of criminal law and has established a system which requires the recognition of EAWs and the surrender of individuals wanted for prosecution or to serve a custodial sentence with a minimum of formality, automaticity, and speed. 44 A key innovation introduced is the in principle abolition of the non-extradition of own nationals. Mutual recognition is based on mutual trust, premised on the presumption that EU Member States are in principle human rights compliant. This presumption of trust has been recently highlighted by the CJEU in its Opinion 2/13 on the accession of the EU to the ECHR, where the Court elevated mutual trust into a principle of fundamental importance in EU law. 45 Yet critics of the EAW system and the automaticity it has introduced have rightly pointed out that the presumption of trust is not always justified, with human rights violations being ascertained across EU Member States by the Strasbourg Court on a regular basis. A key question related to the legitimacy of the EAW system is whether the system can operate on the basis of blind trust, or whether national authorities have leeway to examine the consequences of executing warrants for the human rights of the requested persons.
EU law has dealt with the human rights concerns arising from the operation of the EAW system in three main ways: by allowing national authorities to consider refusing to execute warrants if there are concerns that execution would result in human rights breaches; by introducing a test of proportionality in the operation of the EAW system; and by legislating for human rights, namely adopting legally binding instruments harmonising defence rights legislation and aiming to facilitate the operation of mutual recognition. 46 In terms of taking into account of human rights by the executing authorities, it is noteworthy that -with the exception of a general human rights clause 47 -the operative provisions of the Framework Decision do not include a ground of refusal to execute a EAW on human rights grounds. However, a number of EU Member States, including the UK in the Extradition Act 2003, have Ôgoldplated' transposition by expressly including human rights grounds for refusal in national implementing law. Significantly, the CJEU has recently confirmed that execution may be refused on human rights grounds. In Joint Cases Aranyosi and Ca˘lda˘raru, 48 Ôwhere there is objective, reliable, specific and properly updated evidence with respect to detention conditions in the issuing Member State that demonstrates that there are deficiencies, which may be systemic or generalised, or which may affect certain groups of people, or which may affect certain places of detention, the executing judicial authority must determine, specifically and precisely, whether there are substantial grounds to believe that the individual concerned by a European arrest warrant, issued for the purposes of conducting a criminal prosecution or executing a custodial sentence, will be exposed, because of the conditions for his detention in the issuing Member State, to a real risk of inhuman or degrading treatment, within the meaning of Article 4 of the Charter, in the event of his surrender to that Member State. To that end, the executing judicial authority must request that supplementary information be provided by the issuing judicial authority, which, after seeking, if necessary, the assistance of the central authority or one of the central authorities of the issuing Member State, under Article 7 of the Framework Decision, must send that information within the time limit specified in the request. The executing judicial authority must postpone its decision on the surrender of the individual concerned until it obtains the supplementary information that allows it to discount the existence of such a risk. If the existence of that risk cannot be discounted within a reasonable time, the executing judicial authority must decide whether the surrender procedure should be brought to an end.'
49
The Court's ruling is significant not only in affirming for the first time that execution of a Warrant may be refused in certain circumstances, but also in negating a system of mutual recognition based on automaticity and blind trust: human rights compliance must be queried and ascertained on the ground, and on the basis of concrete evidence. In addition to these safeguards, the EAW system must operate in compliance with the principle of proportionality. The need to address these proportionality concerns was acknowledged by the European Commission in its latest EAW implementation report. 50 The prevailing view has thus far being for proportionality to be dealt with in the issuing and not in the executing Member State. This is the interpretative guidance given in the revised version of the European Handbook on the EAW. 51 A step further with regard to the treatment of proportionality as a limit to mutual recognition has been 49 Ibid at para. 104 (emphasis added). taken in the UK, which in its latest version of the EAW implementing legislation (the Extradition Act 2003) has treated non-compliance with proportionality as a ground of refusal to execute a Warrant (and not merely as a requirement to be checked in the issuing state).
52 The amended provisions provide for an exhaustive list of matters to be taken into account by the judge when ruling on proportionality 53 and thus far English judges have interpreted these matters restrictively.
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A Brexit will have the consequence of the UK -which has been pioneering in introducing human rights safeguards in the EAW -will leave the system at the very time when EU institutions appear to have begun to take these very human rights considerations seriously.
The European Investigation Order
The EIO Directive 55 regulates the exchange of evidence between EU Member States in the field of criminal justice. The Directive applies the principle of mutual recognition in the field of evidence, and is the first major instrument on mutual recognition adopted after the entry into force of the Lisbon Treaty. The Directive is of major importance with regard to its applicability, as it will replace, as of 22 May 2017, the corresponding provisions applicable between Member States bound by it of the Council of Europe (''CoE'') Mutual Legal Assistance and its protocols, the Convention implementing the Schengen Agreement and the EU Mutual Legal Assistance Convention and its Protocol.
56 The Directive will also replace the FD on the European Evidence Warrant (''EEW'') 57 and the relevant provisions of the FD on the Mutual 52 Section 157 of the Anti-Social Behaviour, Crime and Policing Act 2014 has amended Section 21A of the Extradition Act 2003 to treat lack of proportionality as a ground for refusal (section 21A(1)(b)).
53 Section 21A(2). These matters are: the seriousness of the conduct alleged to constitute the extradition offence; the likely penalty that would be imposed if the individual was found guilty of the extradition offence; and the possibility of the relevant foreign authorities taking measures that would be less coercive than the extradition sought (section 21 (A)(3) Recognition of Freezing Orders. 58 In this manner, the EIO Directive will become the sole legal instrument regulating the exchange of evidence and mutual legal assistance between EU Member States. 22 May 2017 is also the transposition deadline for Member States. 59 This will mean in practice that judicial co-operation in the key field of evidence for Member States parties to the EIO will take place speedily and as a matter of priority in relation to requests by third countries.
Following on from on-going concerns regarding the potential adverse human rights implications of automatic mutual recognition, the EIO Directive has introduced a number of provisions aiming to protect human rights and avoid arbitrary and unlawful use of the system. The Directive expressly includes non-compliance with fundamental rights as a ground for refusal to recognise and execute an EIO, 60 with the Preamble also stating that the presumption of compliance of Member States with human rights is rebuttable. 61 The Directive has also introduced a proportionality check in the issuing state stating that the issuing authority may only issue an EIO where the issuing of the latter is necessary and proportionate and where the investigative measures indicated in the EIO could have been ordered under the same conditions in a similar domestic case.
62 Moreover, the Directive contains provisions aiming to curb arbitrary or unlawful action by the issuing and the executing authorities. The executing authority may refuse to recognise and execute a EIO when the latter has been issued in proceedings brought by administrative or judicial authorities referred to in Art. 4(b) and (c) of the Directive and the investigative measure would not be authorised under the law of the executing State in a similar domestic case. 63 On the other hand, the issuing authority may only issue a EIO where the investigative measures indicated therein could have been ordered under the same conditions in a similar domestic case. 64 This provision has been in- cluded to avoid instances where Member States use the EIO to Ôfish' for evidence and obtain evidence abroad which they are not able to obtain under their own domestic legal and constitutional procedures. Brexit would mean that the UK would be excluded by a system of cooperation underpinned by both efficiency and a high level of human rights protection and from an instrument participation in which has been strongly advocated by UK practitioners.
Information Systems: From SIS II to ECRIS
An adverse security consequence of Brexit would be the withdrawal of the UK from a series of EU information systems and databases which contribute to the EU criminal justice architecture. A key plank of this system is participation in the police aspects of the second generation Schengen Information System (SIS II), to which the UK has heavily invested in and which is closely linked with the effective operation of the EAW via the insertion of SIS alerts. 65 However, Brexit may mean the UK's exclusion from another significant mechanism of co-operation on the basis of the establishment of communication avenues at EU level, namely in the field of exchange of criminal records. EU law has developed an extensive mechanism of exchange of information on criminal records of EU citizens, which should enable national authorities to have a full picture of the criminal record status of EU citizens who enter their territory. There are two main elements of the EU-wide system of exchange of criminal records. 71 These legislative instruments have provided a solid EU-wide mechanism of exchange of criminal records, which according to the Commission has led to significant progress in improving the exchange of criminal records information within the Union. 72 This view is shared by the UK Government, which has noted that the EU system Ôhas allowed the police to build a fuller picture of offending by UK nationals and allowed the courts to be aware of the previous offending of EU nationals being prosecuted. The previous conviction information can be used for bail, bad character and sentencing, as well as by the prison and probation service when dealing with the offender once sentenced.'
73 After the Paris attacks, the Commission has proposed legislation extending the exchange of criminal records to third-country nationals, 74 a move which the UK Government seems to support in principle. 75 that the UK would not be at the forefront of developments in this field, which may provide crucial information for the protection of public safety in the country. Withdrawal from these systems would entail a significant security and financial cost for the UK, while maintaining an ongoing connection with systems established under EU law will entail, as will be mentioned in the sub-sections below, compliance by the UK with EU privacy and data protection law requirements.
Surveillance and Police Co-operation
Another consequence of Brexit would be to exclude the UK from the development of sophisticated -and far-reaching -legal frameworks enabling the collection and exchange of a wide range of personal data for law enforcement purposes. The Pru¨m measures analysed earlier in the article constitute key examples of innovation (or, arguably, widening and deepening the web of surveillance) by facilitating the collection and exchange of DNA data. Another form of police and judicial co-operation from which the UK may be excluded post-Brexit is the establishment of joint investigation teams (''JITs''), 76 to which UK officers currently participate extensively. 77 The capacity to act at a multilateral, transnational level has been highlighted as a key advantage of JITs. 78 In addition to this Ôpublic' form of surveillance, the EU has innovated by promoting public/private partnerships in the field of policing and surveillance. After the Paris attacks, the focus in this context has been on the surveillance of mobility, with EU institutions having recently agreed upon a Directive Establishing an EU Passenger Name Records (''PNR'') Transfer System. 79 It introduces an PNR system for flights flying into the EU, with Member States being given the option to apply it also to intra-EU flights. The Directive has been welcomed by UK security professionals as a significant step towards 77 According to the Director of Public Prosecutions Alison Saunders, Ôwe get a lot out of joint investigation teams because they help us to make sure that we collect the right evidence. It is much quicker than doing individual letters of request because you collect it all together and it is there; it helps with issues around jurisdiction. It helps with disclosure issues.' -evidence to House of Lords EU Committee, Q 54.
78 See House of Lords European Union Committee, Brexit: future UK-EU security and police cooperation, above n 65 at paras 74 and 75. the security of the EU and the UK. 80 A further aspect of public/private partnership in the field of the collection and exchange of personal data involves financial data surveillance. The recently adopted Fourth EU Money Laundering Directive calls for the intensification of information exchange and collaboration between national financial intelligence units (''FIUs''). 81 The Directive requires Member States to ensure that FIUs cooperate with each other Ôto the greatest extent possible' irrespective of the model they have chosen for their organisation, 82 while FIUs are empowered to exchange, spontaneously or upon request, any information that may be relevant for the processing or analysis of information by the FIU related to money laundering or terrorist financing, Ôeven if the type of predicate offence that may be at stake is not identified at the time of the exchange'.
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The impact of Brexit on police co-operation and surveillance capacity may be considerable. In this context, the entry into force of the Lisbon Treaty has made it clearer that EU action on policing and surveillance must be compatible with the EU Charter of Fundamental Rights (''Charter''), the ECHR and secondary EU law on data protection. 
Schrems
86 the Luxembourg Court has placed clear limits on mass surveillance in cases involving personal data generated by the private sector. In this light, Brexit may for some be a welcome development in Ôliberating' the UK executive from the requirement to comply with the Charter. Indeed, the UK can introduce domestic law mirroringand going beyond -EU developments in the field. However, Brexit will have the concrete consequence of the UK being excluded from the EU co-operative mechanisms on policing and surveillance (whether these are speedy DNA exchanges under Pru¨m or suspicious transaction reports from FIU to FIU), in particular if the UK does not comply with EU human rights benchmarks.
V PARTICIPATION IN EU CRIMINAL JUSTICE BODIES AND AGENCIES
While even within the framework of its current EU membership the UK has stated that it will not participate in the Regulation establishing a EPPO, the question of the impact of Brexit on the UK's cooperation with the two other key EU bodies in the field of criminal justice, Europol 88 and Eurojust, 89 remains open. The establishment of both Europol and Eurojust has been innovative, with the powers, tasks and mandate of these bodies being in constant evolution. co-ordination functions. 91 Brexit would come as a shock here as the UK has been instrumental in shaping the evolution and role of these bodies: two out of four of the Presidents of Eurojust thus far have come from the UK (Aled Williams and Eurojust's inaugural President, Mike Kennedy), while the current Director of Europol, Rob Wainwright, is also British. The UK has been instrumental in exporting parts of its model of intelligence-led policing into Europol and its absence as a full member from the organisation will be felt not only within Europol, but also in terms of the UK security landscape.
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As will be seen below, the UK is one of the highest contributors to EU security co-operation as regards contributions to Europol and its databases. 93 In terms of participation in Eurojust activities, UK authorities organised 28 and participated in 69 Eurojust coordination meetings in 2015, and organised one and participated in seven of Eurojust's coordination centres, which facilitate the exchange of information among judicial authorities in real time and enable direct support towards the coordinated, simultaneous execution of, inter alia, arrest warrants, searches and seizures in different countries.
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Brexit will not only take away the UK's strategic leadership in the development of these EU criminal justice agencies, but will also pose a challenge vis-a`-vis maintaining co-operation channels between UK authorities and the agencies. Future co-operation will again depend on the extent to which the UK will be deemed to comply with key EU law standards, including-in particular in cases involving the exchange of personal data-an assessment by EU institutions that the UK provides an adequate level of data protection. 
VI THE LEGAL POSITION OF THE UK AFTER BREXIT
As seen above, the UK Government has put forward the benefits of EU criminal justice initiatives when called to justify opting back into a list of 35 third pillar measures (including the EAW and Decisions forming the legal bases for the operation of the key EU criminal justice agencies Eurojust and Europol) after the expiry of the deadline prescribed in the Lisbon Transitional Provisions Protocol. The willingness of the UK Government to continue participating in such cooperative arrangements in the post-Brexit era has been expressed in a variety of ways by Secretary of State for Exiting the EU David Davis, 96 by Prime Minister Theresa May, 97 and enshrined in the Government's White Paper on Brexit.
98 While the political will may be present, the legal reality of the post-Brexit relationship between the UK and the EU in the criminal justice field is complex. There are three possible legal scenarios concerning the UK's relationship with the EU in the field of criminal justice after Brexit: the conclusion of EU-UK agreements on various aspects of criminal justice co-operation; the conclusion of bilateral agreements between the UK and individual EU member states; and, in the absence of such agreements with the EU or member states, falling back to existing Council of Europe mechanisms of co-operation.
The first scenario (EU-UK agreements) appears the most desirable in terms of ensuring legal certainty, the establishment of an EU-wide level-playing field for the UK, and operational efficiency to the extent that they have the potential to maintain the UK's position as close as possible to its current position as an EU member state. There are precedents of conclusion of agreements between the EU and third countries in the field of judicial co-operation in criminal matters (see 96 According to David Davis, Ômaintaining strong security co-operation we have with the EU' as one of the Government's top four overarching objectives in negotiations and future relationship with the EU Ô, HC Deb, 12 October 2016, col 328.
97 ÔI therefore want our future relationship with the European Union to include practical arrangements on matters of law enforcement and the sharing of intelligence material with our EU allies'-PM Speech, The Government's negotiating objectives for exiting the EU, 17 January 2017.
98 ÔAs we exit, we will therefore look to negotiate the best deal we can with the EU to cooperate in the fight against crime and terrorism. We will seek a strong and close future relationship with the EU, with a focus on operational and practical crossborder cooperation'-The UK's Exit from and new partnership with the European Union, Presented to Parliament by the Prime Minister February 2017, Cm 9417. the EU agreements on surrender with Norway and Iceland), 99 of conclusion of agreements on police co-operation (see the agreements with Norway and Iceland on Pru¨m 100 ), of conclusion of agreements between EU agencies such as Europol and Eurojust with third countries, 101 and of participation of third countries in EU databases such as the SIS.
102 However, it should be noted that in the cases of both judicial co-operation in criminal matters and access to EU databases, close co-operation has been confined to third countries which are also full Schengen members.
103 It will be more challenging for a third country maintaining its own border controls such as the UK to follow this precedent and achieve a level of co-operation which comes close to intra-EU co-operation arrangements. While co-operation arrangements in the case of EU agencies are more common, existing precedents demonstrate that there are significant limitations to the position of third countries in comparison to EU member states, most notably relating to the lack of direct access to EU databases and to non-participation in the core functions of the management bodies of these agencies, with limited say or powers to shape the future direction of these agencies. The conclusion of bilateral agreements between the UK and individual EU member states may serve to prioritise co-operation with key countries in areas of common interest (an example could be a simplified extradition agreement between the UK and Poland given the volume of EAWs currently being processed between authorities of these two EU member states). However, the conclusion of bilateral agreements will not grant the UK facilitated co-operation arrangements across the EU and from an operational perspective will not guarantee, even in cases where bilateral agreements are actually concluded, that UK requests for co-operation will be treated by EU partners with an equal priority status in comparison of requests of EU member states under EU law mechanisms such as the EAW and the EIO. Last, but not least, a fall-back to bilateral agreements may mean that existing innovations in judicial co-operation under EU law (such as the judicialisation of and speed in judicial co-operation and innovations in the field of extradition such as the effective abolition of the political offence exception, the abolition of the requirement to verify dual criminality for a wide range of criminal conduct and the abolition of the power of EU member states not to extradite their own nationals) may cease to apply rendering judicial co-operation slower and more cumbersome. The same considerations apply to the third scenario, of the UK falling back to existing CoE agreements such as the agreements on Extradition and Mutual Legal Assistance in its relations with EU member states. These agreements have been superseded in terms of innovation and in terms of their intra-EU applicability by EU criminal law instruments and they cover limited areas of EU criminal justice co-operation.
Whichever of these broad scenarios materialises after Brexit, it is clear that the UK must comply with EU law if it wishes to pursue meaningful co-operation in the field of criminal justice and security with the EU and its member states. This is obviously the case in the first scenario, namely the conclusion of agreements with the EU. EU external action must be consistent with EU internal action, with the Treaty on the European Union (TEU) affirming that the Union must not only respect, but also promote its internal values in its external action. 104 The same applies however also in the cases of UK bilateral co-operation with EU member states either under specific bilateral agreements or by falling back into existing CoE instruments, as EU member states are under the duty to comply with EU law in their external relations with third states, especially in cases where the EU has acted internally (this is the case in particular with major cooperation instruments such as the EAW and the EIO). The role of the CJEU is key in this context. In the current models of co-operation with third states, third countries are not subject directly to the Court's jurisdiction and dispute resolution mechanisms have been devised. 105 However, the CJEU remains competent to monitor the legality of such agreements under EU law and its case-law must be taken into account in defining and complying with EU acquis which forms the benchmark for EU external relations and co-operation between EU and third countries.
The need to respect requirements of the EU internal acquis in EU external action in the field of criminal justice has been confirmed recently by the CJEU in an extradition case where the Court found that extradition to a third state must be consistent with fundamental rights standards established by the Court in relation to the internal EU acquis on the EAW. 106 The requirement to comply with EU law has been even more visible in the field of exchange of personal data and data protection. Co-operation of third countries with the EU must be based on the adoption of an EU adequacy decision confirming that the UK offers an adequate level of data protection in the eyes of the EU. 107 In the case of Schrems, which concerned the EU-US safe harbour agreement, the CJEU confirmed that adequacy in this context means that the system of the third country must be Ôessentially equivalent' to the EU system and that any finding of 105 See the Agreement on Surrender with Norway and Iceland, above n 99; Art. 36 on dispute settlement and Art. 37 on the role of the CJEU. According to Art. 37, Ôin order to achieve the objective of arriving at as uniform application and interpretation as possible of the provisions of this Agreement, must keep under constant review the development of the case law of the Court of Justice of the EC, as well as the development of the case law of the competent courts of Iceland and Norway relating to these provisions and to those of similar surrender instruments.'. adequacy must be subject to regular re-assessment and monitoring.
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In a consistent line of case-law, the CJEU has affirmed that the bulk collection of personal data on an indiscriminate basis is contrary to EU law. 109 The current approach of the UK Government regarding the extensive collection, sharing and transfer of personal data for security purposes sits ill at ease with EU law as interpreted by the CJEU. This has been confirmed by the Court in the recent case of Watson, where UK law on data retention was found to fall foul of EU law.
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It becomes thus obvious that, if the UK wishes to continue cooperating with the EU and its member states, it will have to reassure its partners that its legal and human rights system offers a level of protection which is acceptable under EU law. While the UK may not be directly subject to the jurisdiction of the Luxembourg Court, the case-law of the latter will play a key part in determining what the EU requirements will be in this context. Meeting EU law requirements by the UK will be subject to ongoing monitoring by EU institutions including the European Commission in order to ensure that equivalence remains, and the UK will have to adjust its internal legislation to follow developments in EU law in order to maintain any ensuing co-operation arrangements. Importantly, the UK must accept the EU acquis as a whole, emanating from an increasingly interdependent EU area of criminal justice -to take an example, the EU acquis on the EAW will take also into account EU legislation and case-law on the rights of the defence in criminal proceedings, an area where the UK has currently partially opted out from. Brexit will thus bring with it the paradox that the UK will no longer be able to maintain, outside the EU, the Ôpick-and-choose approach' to EU criminal law it is currently enjoying. It will be take it or leave it in terms of accepting the EU acquis if the UK wishes to maintain meaningful co-operation with the EU and its member states post-Brexit.
VII EUROPEAN CRIMINAL LAW WITHOUT THE UK
The article thus far has considered primarily the implications for Brexit as regards the position of the UK vis-a`-vis the EU and its Member States. This section will take a different perspective, and consider the contribution of the UK to EU criminal law and thus contemplate the future of EU criminal justice co-operation after Brexit. The contribution of the UK to EU criminal law can be distinguished in four different levels: the operational level, the strategic level, the level of legislation, and the level of implementation. At the operational level, it has been well-documented that the UK is one of the highest contributors to EU security co-operation as regards contributions to Europol and its databases 111 and to the Schengen Information System. 112 According to the UK government, the UK uses Europol more than any other country.
113 Non-participation of the UK in these EU mechanisms post-Brexit may prove costly for the UK in security terms, but may also have a detrimental effect in the operational capacity of EU agencies in the field of criminal justice and their ability to assist member states in the fight against serious and transnational crime.
The second level of contribution of the UK to EU criminal law is in terms of strategy. As has been pointed out by the House of Lords EU Committee, the UK has been a leading protagonist in driving and shaping the nature and direction of cooperation on police and 111 The National Crime Agency pointed out that the UK was Ôthe second-largest contributor in Europe' to the Europol Information System, and that it led on Ôfour or five' of the 13 EMPACT [European Multidisciplinary Platform Against Criminal Threats] projects, which coordinate actions by Member States and EU organisations against threats identified by Europol in its Serious and Organised Crime Threat Assessment.'-evidence to House of Lords European Union Committee, Brexit: Future UK-EU Security Cooperation, Q 19.
112 According to Security Commissioner Julian King, the UK has over 160,000 alerts on SIS II platform-evidence to Home Affairs Committee, ibid, Q86.
113 HM Government, The UK's cooperation with the EU on justice and home affairs, and on foreign policy and security issues, 9 May 2016, para 1.16. security matters.
114 A recent example of the UK pushing for further EU action in the field of security is calls for the adoption of an EU PNR system, 115 while the UK has been instrumental in securing the adoption of the -controversial and now annulled by the CJEU 116 -data retention Directive. These examples demonstrate the -at times uncritical -promotion of a security agenda at EU level by the UK, an agenda which may clash with key EU imperatives including the protection of fundamental rights. The UK has also assumed a leading role in furthering European integration while trying to stave off integration attempts which were deemed to challenge unduly state sovereignty in criminal matters. A key example in this context has been the UK's leadership in securing the application of the principle of mutual recognition in the field of criminal law, an idea which was put forward by the then UK Home Secretary Jack Straw at the Cardiff European Council in 1998. 117 Put forward partly to forestall attempts for supranational European integration deemed to threaten state sovereignty in criminal matters and to ensure a Ôlighter-touch' integration whereby co-operation between national authorities is encouraged but without member states having to change their laws, the application of the principle of mutual recognition has provided momentum and drive for the development of European integration in the contested field of criminal law.
The strategic input of the UK is also linked with the considerable impact that UK officials have made in the development, drafting and implementation of secondary EU criminal law. In addition to UK Government officials who have participated actively in the negotiations of EU instruments in Brussels, 118 mention should be made here of UK officials in EU institutions, who have made significant contributions to the development of EU criminal law. There are two 114 House of Lords European Union Committee, Brexit: future UK-EU security and police cooperation, above n 65 at para. 27. 115 ÔThe UK Governemnt said in May 2016 that it had made consistent calls for EU PNR legislation', House of Lords, ibid at para 100. examples worth mentioning in this context. The first example is Caroline Morgan, a Commission official which has been instrumental in drafting and generating momentum for the adoption of the first ever EU criminal law instrument focusing on human rights, the FD tabled by the Commission in 2004 on procedural rights in criminal proceedings. While the FD was not adopted, it paved the way for the subsequent momentum which has resulted in the post-Lisbon adoption of a series of sectoral Directives on procedural rights, measures which will have a transformative effect on the development of European integration in criminal matters and the relationship between the individual and the state in Europe's area of criminal justice. 119 The second example is at the level of the interpretation of EU criminal law, and consists of the contribution of Advocate General (''AG'') Sharpston towards the shaping of EU criminal law. Even in cases where AG Sharpston's Opinions have not been fully adopted by the CJEU, they have presented new ways of thinking about key issues in the field of European criminal justice and the balance of interests therein. Her Opinion in Radu 120 provided the first judicial analysis of the potential application of the principle of proportionality in the context of mutual recognition in criminal matters. Both examples demonstrate the dynamic contribution that British jurists have made and can make in the evolution of EU criminal law-such contributions will be missed post-Brexit. Another UK contribution which may be missed lies at the level of implementation of EU criminal law at national level. Here, the high level of both advocacy and parliamentary scrutiny within the UK has resulted in significant contributions in reshaping the relationship between criminal law and fundamental rights at the domestic level. A most recent example has been the amendment of the UK Extradition Act 2003 to include an express ground to refuse to execute a EAW on proportionality grounds.
121 While this ground for refusal arguably goes beyond current EU law in the field, the emphasis on the limits of mutual recognition on the grounds of protecting human rights and on proportionality grounds which has been debated in the UK for a long time 122 has been recently mirrored in EU law both in secondary law instruments such as the EIO Directive and in the Court's recent caselaw on the EAW. All these examples demonstrate the varied and multi-faceted contribution that the UK has made in the development of the EU criminal justice acquis. While the impact of UK Governmental policy has been to privilege, at times uncritically, an EU security agenda, the impact of other actors, including officials, judges, advocates and parliamentarians in Brussels and London have contributed in shaping EU law in different ways, including by placing emphasis on the protection of fundamental rights in EU criminal law. There is further potential for such contribution since December 2014, as the expiry of the Transitional Provisions Protocol deadline has granted the right to UK courts to refer third pillar cases to Luxembourg under the preliminary reference procedure. However, such a right may be short-lived in the run up to Brexit.
VIII CONCLUSION: THE TRIPLE PARADOX OF BREXIT
The ongoing relationship between the UK and the EU in the field of criminal law and its reconfiguration as we are heading towards the post-Brexit era is characterised by a high level of constitutional complexity and is underpinned by a triple paradox. In the first place, the UK's current position as an EU member state is marked by the tension between maintaining (or being seen as able to maintain) national sovereignty in the field of criminal law while at the same time seeking maximum co-operation with EU member states and EU agencies in the field of security. The collateral damage in this tension lies in the protection of fundamental rights, easily sacrificed in the various UK opt-outs from post-Lisbon European criminal law. The dynamic evolution of EU law in the field however leads to a second paradox in the post-Brexit era: the UK's willingness to continue to reap the security benefits of EU co-operation after Brexit can be accommodated only if the UK complies fully with the EU acquis, including the acquis on the protection of fundamental rights, part of which it currently is at liberty to disregard under its Ôopt-outs' as an EU member state. Brexit will thus bring the UK in the paradoxical position of having to accept more EU law than it currently does as an EU member state. The post-Brexit era will also bring a third paradox, this time for the EU. Although not by its own will, the EU will develop criminal law with the UK's influence being less marked (although probably not lost altogether). It remains to be seen whether this will have an impact on the content and direction of European criminal law in the future, but it will most certainly have a negative impact on quality control and scrutiny of European criminal law preadoption and post-implementation by UK institutions and officials in the UK and Brussels. What appears even more paradoxical in this context is that it appears that the UK's current Ôpick-and-choose' approach in sensitive politically matters appears to be slowly becoming the norm not only in European criminal law (see for example the imminent launch of a EPPO a-la-carte), but also regarding European integration more broadly -with 60th birthday celebrations for the EU bringing into the fore increasingly the prospect of a Ômulti-speed Europe.'
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